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Overview @

This guide explains how to use the APl methods for the main use cases in Returns from the perspective of an external
system which is calling the Returns API. External systems can be webshops, catalogue systems, CRM or ERP systems for
example. Therefore Returns acts like a remote controlled platform which can be fed with data and also from which data
can be retrieved.

In principle, the external system sends a request to the Returns API, which in turn gives a synchronous response back
to the calling system.

The Returns API supports the same use cases that can be fulfilled via the Returns website.



Returns API Integration SDK is a zip file that contains a complete and extensive Postman collection to help you figure out
and try all possible scenarios and use cases that our public Api offers to better fit your needs.

As a prerequisite to use the Returns API, the requesting systems needs to be authenticated.

On top of the SDK content we also suggest you to check our Swagger Ul in which you can find our API definition, requests
examples and possible error code returned in each endpoint.

For a complete list of all possible error codes you can also check our TecCom portal wiki.

Prerequisites ¢

Postman collections and environment variables

Customer SD...on.json Customer.po... nt.json
20 Jan 2025, 03:28 PM 23 Jan 2025, 10:56 AM

In order to make use of the SDK content you need to create an account in Postman and either use the client application
or the browser version. Refer to this guide on how to import collections and the environment.

We also suggest you read the Postman official documentation if you are not familiar with the application as it may have
cool features to help you during the implementation process and therefore you can get the most out of the collection.

Environment configuration &

After you create an account and imported environment and collection you should edit the environment variable imported
with the credential and the teccom ids that TecAlliance gives to you. This will help you if you want to export the request

contained in the collection in your preferred development language (see the next section for more information).

Email, password, and 2 TecComlIDs (Sender and Receiver) are the only variables that need to be set. The rest is

automatically set up at runtime if you send the collection in Postman.

Customer

Variable Type Initial value Current value

<]

BasePublicApiUrl default https://returnspublicapi-demo.azure... https://returnspublicapi-demo.azurewebsites.net/

email default

a

password default

ReceiverTecComid default

aQQg

SenderTecComid default

randomCompanyName default

remark default

access_token default

<]

individualResponsesEx default [{"individualQuestionld":27,"respons...  [{"individualQuestionld":27,"response":"{\"questionType\":...

currentClaimld default

(<<

partid default

costid default

[ <

performer LEET

partid2 default

[ <

currentAttachmentld default



https://returns-publicapi-prod.azurewebsites.net/index.html
https://help-ordermanagerportal.tecalliance.net/en/returns/error-list
https://www.postman.com/
https://learning.postman.com/docs/getting-started/importing-and-exporting-data/

Disclaimer &

Although we provide a 3rd party dependent collection, you don’t need to stick with Postman to integrate your API. But
Postman offers out of the box a really nice feature that give you the possibility to export the requests you will find in the
collection in the language format you prefer or you currently use in your solutions. A lot of languages are supported and
we hope that you will like it too!

To do that, you just need to select the request you want to export, and click on the “Code snippet” icon on the right side
of the screen as shown in the image. You can also click on the gear icon to change some export options.
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Click Send to get a response

Authentication flow ¢

Authentication via API
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Authentication is provided by Okta and is JWT based. After you set up your environment you should be able to run the
POST Authenticate request contained in the folder.

If everything is set up correctly you will receiver a valid json response containing an JWT access token. The received
token is automatically saved in your environment and from now on all the request that you will make will use it.

Postman example:



API Network

PposT Authenticate

Authenticate

P integration
POST

Params

<

(]

OrderManagerPortal Dv

Authentication via Portal

You can authenticate via TecCom Portal and use the access token to perform API requests.

jinqatecallianc

I TecAlliance

Email

John,Doe@partners.tecalliance.net =

Login page

Once you log in successfully, you can find the accessToken in dev tools in local storage at this path:



i [O

Sensors

@ X

Console Elements Network Memory Sources Performance Performance insights 28

C Y Filter

Application Lighthouse Security

Application
D Manifest

% i https://teccom-portal.qa.tecalliance.cloud
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Storage
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Then copy the value of the accessToken and put it in the environment variable in Postman

Customer

Variable Type Initial value Current value

(<}

BasePublicApiUrl default https://returnspublicapi-demo.azure... https://returnspublicapi-demo.azurewebsites.net/

<]

email default ga_returns_auti@tecalliance.net ga_returns_aut1@tecalliance.net

< ]

password default teccom-01 teccom-01

ReceiverTecComid default 001000108583000000000010160001  001000108583000000000010160001

(<<

SenderTecComid default 001000108583000000000010150001  0010001085832000000000010150001

default

a

randomCompanyName

<]

remark default

access_token default

(<

individualResponsesEx LEET [{"individualQuestionld":27,"respons...  [{"individualQuestionld":27"response”:"{\"questionType\":...

currentClaimid default

partid default

[ I <

costid default

(< <

performer default

a

partid2 default

<}

currentAttachmentid default

Oktalrl

a

default https://login.ga.tecalliance.cloud/oa... https://login.ga.tecalliance.cloud/oauth2/default

Postman environment variables




Use Cases @

The Returns API supports the same use cases that can be fulfilled via the Returns website.

This guide explains how to use the APl methods for the main use cases in Returns from the perspective of an external
system which is calling the Returns API. External systems can be webshops, catalogue systems, CRM or ERP systems for
example. Therefore Returns acts like a remote controlled platform which can be fed with data and also from which data

can be retrieved.

In principle, the external system sends a request to the Returns API, which in turn gives a synchronous response back

to the calling system.

As a prerequisite to use the Returns API, the requesting systems needs to be authenticated.

Claim management &

Create a claim &

Find request examples in the Postman folder Claim creation and decision

Creating a claim via the APl in Returns means creating and submitting a claim to the actual recipient in the same time.
That means that possible attachments need be added right after claim creation, because attachments are handled by

separate methods.

To be able to address a claim to the right claim receiver, a list of possible recipients can be retrieved from Returns, based

on the existing TecCom business relations for the sender.

Step Method Description

1 GetReceiverlList Retrieves all registered recipients for a specified sender organization.

Home Workspaces v APl Network

A My Workspace New  Import GET Get receiver list
= i Get receiver list
Collectons .
v Customer SDK - Returns AP integration
Authentication flow GET [apiiv1.0/settings/recelver-Tist/ {{Se
PosT Authenticate
Params
Claims retrieval flow
Glaims creation and decision flow
5 Claims update flow Description
Claims attachments flow
5 Claims comments flow
Request parts flow
Body Cooki
) Request information flow

= Settings flow {} JsON v

GeT Get available cultures L

GeT Get avallable print cultures
ceT Get avallable currencies
GeT Get customizable options settings
GeT Get sender fist
GeT Get recelver list
Ge Get shipping label settings
GeT Get address book claim settings
GeT Get claim sattings
o GetClaimFlowTypes
Glaims groups flow.
> IndividualNotification

> OrderCore - SAP

Get receiver list request



To ensure that the claim is not automatically rejected due to missing mandatory information, it also needs to be checked
which fields are mandatory to fill for the specified claim receiver.

Step

Method

GetClaimFlowTypes

GetFieldSettings

GetAvailableCurrencies

Home Workspaces v APl Network

2 My Workspace New  Import

g
Collecions ., Customer SDK - Returns AP integration
v [ Authentication flow
PosT Authenticate
5 Claims retrieval flow.
5 Claims creation and decision flow
> Claims update flow.
5 Claims attachments flow
> Claims comments flow
) Request parts flow
5 Request information flow
Settings flow
GT Get available cultures
o:T Get available print cultures
GeT Get available currencies
GET Get customizable options settings
GET Get sender list
GET Get receiver list
o:T Get shipping label settings
GET Get address book claim settings
GET Get claim field settings
GET Get claim flow types
5 Claims groups flow
> IndividualNotification

> OrderCore - SAP

Description
Retrieves the supported flow types of a specific claim receiver.

Retrieves information about which fields are mandatory to be filled for a selected
claim recipient and for a specific return reason (flow type). Request: “Get {{flow
type }} fields settings”

(optional) Retrieves the allowed currencies of the claim receiver.

Ger Get claim flow types
Get claim flow types
)} fpartner] {(Rece

Params
Query

Description

Response

Setting requests

If all mandatory fields are filled, the claim creation is performed as follows:

Step

5

Method

CreateClaim

CreateAttachment

Description

Creates a claim in Returns and submits it to the receiver of the claim at the same
time.

The claim will be in the status "Sent" and then it is not editable anymore.

If the receiver has restrictions like a quantity limit of parts per claim, this step will

be aborted with an appropriate message.

It can be used multiple times to upload file attachments for the specified claim.
Attachments can be added anytime to a claim, regardless of its status.

Once an attachment is added, it can no longer be edited or deleted.

If the receiver has restrictions like a file size limit, this step will be aborted with an

appropriate message.



Home Workspaces API Network

A My Workspace PoST Wearranty - Broken Pach

‘Warranty - Broken Packaga

Response

Create claims and Create attachments scenarios

Get claims &

Find request examples in the Postman folder Claim retrieval

The Returns API supports retrieving data of a single claim as well as a selected list of claims. It's possible to get the entire
data of the selected claims as well as limit the result to specified segments of interest.

When reading claims, especially for initial data import into an external system, it makes sense also to grab possible file
attachments and comments inside the claim.

Reading claims does not apply any status or data changes to the claims.

Step Method Description

1 GetClaims Retrieves claims via OData expressions for filtering, sorting, expanding etc.

Unless filtered out, the claim data contains identifiers of possibly attached
files.

2 DownloadAttachment Optional step: Call this method to download file attachments by identifier
(collected via GetClaims in the step before)

If only file previews are needed, the method ViewAttachment can be used

alternatively.

3 ChatMessages Optional step: Retrieve possibly existing chat messages of the selected
claims (see use case "Claim comments flow")



Home Workspaces v APl Network

A My Workspace

View attachment (sender side)
omer SDK - Returns AP integration

Authentication fiow

> Platform

Edit an own claim &

Find request examples in the Postman folder Claims update flow

For the creator of a claim, there is basically no possibility to edit their own claim after the claim is submitted to the

receiver.

The only thing that is possible (besides adding attachments) is to edit the internal comment field, which is not visible to

the receiver of the claim.

Method Description

UpdateSenderClaiminfo Allows editing the internal comment field for a claim sender.

This method can only be called by the original creator of a claim.

Home Workspaces v APl Network

A My Workspace

g = d Update sender internal notes.
Colecton®, Gustomer SDK - Returns APl ntegration
5 Authentication flow piUrT) fepilv1.0/claims/ ({currentClaimid)) /sender-claim-info/ ({Se
> [ Claims retrieval flow
Bodye Scriptse  Settings
Claims creation and decision flow
v £ Claims update flow none () form-data ) x-www-form-urlencoded ® raw () binary () GraphQL
#ut Update sender interal notes
#ut Cancel claim TP ches
#uT Update receiver claim information
> 5 Claims attachments flow
5 Claims comments flow (Chat Messages)

> Request parts fiow.

Request information flow

5 Settings flow
> Claims groups flow
> IndividualNotification —
> OrderCore - SAP
Platform
ReminderSettings
> Returns Open API
Returns Sap flow
> Subscription
> Support Website - OrderManagerPortal Dev
TecDoc
> TecWeb Subscription

Update sender’s internal note request



Edit a received claim &

Find request examples in the Postman folder Claims update flow

For the recipient of a (customer) claim, there are a few options for editing claim data.

Editable fields are mainly comment fields on the receiver side, but also comment fields that are filled by the sender of the
claim. The reason is that in multinational scenarios, it's helpful to add localized descriptions to the original sender
descriptions.

Method Description

UpdateReceiverClaiminfo Allows editing of some receiver-side fields as well as sender-side

comment fields.

This method can only be called by the recipient of a claim.

Home Workspaces v APl Network

2 My Workspace New Import  pur Update receiver claimin

g Update receiver claim information
Colections
v Customer SDK - Returns AP integration

N Authentication flow piUrl)} /apiivi.0fciaims] {cu mid)) freceiver-ciaim-info/ {
5 Claims retrieval flow.
uthorization e Headers (1)  Bodye  Scripts  Settings
Claims creation and decision flow
e form-data ) x-www-form-urlencoded ® raw  binary ) GraphQL
PuT Update sender intemal notes.
ur Cancel claim
PuT Update receiver claim information
Claims attachments fiow
5 Claims comments flow (Chat Messages)
Request parts flow
) Request information flow
3 Settings flow
Claims groups flow
Response
IndividualNotification
> OrderCore - SAP
Platform
> ReminderSettings
Returns Open API
> Returns Sap flow
Subscription
Support Website - OrderManagerPortal Dev
> TecDoc
‘TecWeb Subscription

Update claim status &
Maintaining the correct claim and part status improves transparency also for the claim counterpart.
Method Description

UpdateClaimStatus Sets the claim status to a specific value.

This method can only be used by the claim receiver.



Home Workspaces v  API Network

A My Workspace uT Update claim status.

= Update claim status
Colections
' Customer SDK - Returns AP integration
P — ApiUr) fapi/viclaims/ tClaimid)) /status/ {(Claim
Claims retrieval fiow
Claims creation and decision fiow
5 Claims update flow
#UT Update sender interal notes
puT Cancel claim
PUT Update receiver claim information
Ut Update claim status
5 Claims attachments flow
5 Claims comments flow (Chat Messages)
Request parts flow
5 Request information flow
Sttings flow e
Claims groups flow.
IndividualNotification
> OrderCore - SAP
Platform
> ReminderSettings
Returns Open API
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Support Website - OrderManagerPortal Dev

TecDoc

Decide a claim &

Find request examples in the Postman folder Claim creation and decision

Setting the decision of a claim in Returns can be performed in 2 steps: Working on the decision item by item and finally

submitting the decision to the claim sender.
The first step in this process is not mandatory.

Claims can only be decided by the receiver of the claim.

Step Method Description
1 UpdateDecision Updates decision related data of a claim without submitting it to the claim
sender.

The claim remains open on the receiver side and it can be worked further
on the decision.

2 SubmitDecision Updates and also submits decision related data of a claim.

The claim decision is then visible to the claim sender and the claim is
closed.

Decide a claim by sender &

Claims which are not handled by claim receivers can manually be decided by the claim sender.

Step Method Description

SubmitManualDecision Sets decision related data of a claim by the claim sender.

The claim decision is then visible to the claim receiver and the claim is
closed.



Cancel claim &

Cancelles the claim from the claim sender’s side, if the claim is obsolete. Claim cancellation is possible only before the
claim has been decided by the claim receiver. The claim will still be visible to both parties in the status “canceled”.

Method Description

CancelClaim Cancels the claim by the claim sender.

Home Workspaces ~ APl Network

£, My Workspaca

Cancel claim

- OrderManagerPortal Dev

Cancel claim request

File attachments &

Add an attachment &

Find request examples in the Postman folder Claim attachments

Attachments like photos, videos, or documents can be added anytime during the claim lifecycle from both counterparts of

the claim.

Sender attachments are separated from the receiver attachments but can be viewed by both counterparts.

Method Description
CreateAttachment It can be used multiple times to upload file attachments for the specified
claim.

The sender cannot add attachments after the claim is sent. However, the
receiver can enable the option to allow attachments to be added by the
sender at any time through the settings.

The receiver can add attachments after the claim is submitted.



If the receiver has restrictions like a file size limit, this step will be
aborted with an appropriate message.

o To run the request through the Postman collection you need before to specify the physical path of the file you want
to upload when running the “Add attachment” request.

Home Workspaces v API Network
2 My Workspace New Import  post Addattachment (sence

Add attachment (sender side)

v Customer SDK - Returns AP integration

)} fapi/v1.0/attachments {(Se
> Authentication flow pi/v1.0/: /

5 Claims retrieval flow. Body
Claims creation and decision flow
X-www-form-urlencoded binary ) GraphQL
5 Claims update flow
5 Claims attachments flow Key Value Description

Sender

<]

File

RosT Ad attachment (sender side) Gaimi
PuT Rename attachment (sender side)

Category
©eL Delete attachment (sender side)

TecComid
GeT View attachment (sender side)

ceT Download attachment (sender side)
5 Receiver
PosT Add attachment (receiver side) Response /O His
u Rename attachment (receiver side)
oeL Delete attachment (receiver side)
GeT View attachment (receiver side)
GeT Download attachment (receiver side)
5 Claims comments flow (Chat Messages)
Request parts flow
5 Request information filow
> Settings flow
>[5 Claims groups flow.

> IndividualNotification
Online Q Find and replace [ Consol

Manage attachment

Edit an attachment &

Find request examples in the Postman folder Claim attachments

Each user can only edit their attachments.
The sender cannot edit their attachments after the claim is submitted.
The receiver can add and edit their attachments after the claim is sent.

Method Description

UpdateAttachment Allows renaming of an own attachment.

Get an attachment &

Find request examples in the Postman folder Claim attachments

To access the attachments of a claim, there are different options:

Method Description



ViewAttachment Shows a preview of the specified attachment without downloading the
original file.

DownloadAttachment Call this method to download file attachments by identifier

If only file previews are needed, method ViewAttachment can be used
alternatively.

Remove an attachment &

Find request examples in the Postman folder Claim attachments

Each user can only delete their attachments.
The sender cannot delete their attachments after the claim is submitted.
The receiver can delete their attachments at any time.

Method Description

DeleteAttachment Removes an attachment.

Re-open claim &

Request further information &

Find request examples in the Postman folder Request information flow

If the claim receiver asks to have some further information added to the claim by the customer, the claim can be re-
opened. The claims sender will then be able to edit the claim and its attachments. This applies only to claims that have

already been submitted to the claim receiver and only if the claim has not yet been decided.

Method Description

RequestForinformation Re-opens a submitted claim by the claim receiver.

Update or submit re-opened claim &

Find request examples in the Postman folder Request information flow

In the re-opened state, updated information and attachments can be saved to the claim and also finally be re-submitted
to the claim receiver. After submission, the claim receiver is able to continue processing the claim, setting the claim back

to the state “in progress”.

Method Description



UpdateClaiminformation Updates a re-opened claim without submitting the update to the

claim receiver.

SubmitRequestForinformation Re-submits a re-opened claim.

Cancel request for information &

Find request examples in the Postman folder Request information flow

Cancels the request for information from the claim receiver’s side to be able to continue processing the claim, without
needing to wait for the customer’s claim update. The claim will be back in status “in progress”.

Method Description

CancelRequestForinformation Cancels the re-opening of a claim from the receiver’s side.

Return of goods &

Request parts &

Find request examples in the Postman folder Request parts flow

Actively requesting the parts by the claim receiver to get the parts returned from the customer, is the first step in the
physical goods flow.

Method Description
RequestPartsShipping Initiates the goods return from the customer back to the claim
receiver.

Allow the receiver to request shipping parts or forbid checking at
customer side

Print shipping label &

Find request examples in the Postman folder Request parts flow

After the receiver requests the parts, the sender may use our API to print a shipping label to return the parts to the
receiver. Please note that if parts are not requested, it is not possible to print the shipping or grouped shipping label.

Method Description



PrintShippingLabel Downloads a shipping label as a PDF file with a QR code that the
receiver can use to confirm the goods delivery.

PrintGroupedShippingLabel Downloads a combined shipping label for multiple claims as a PDF
file with a QR code that the receiver can use to confirm the goods

delivery. The claims need to be of the same type.

Dispatch parts &

Find request examples in the Postman folder Request parts flow

When the claim sender dispatches the parts for the goods return, shipping information can be provided to the parts

receiver.

Method Description

SendParts Informs the claim receiver about the goods dispatch.

Receive parts &

Find request examples in the Postman folder Request parts flow

When the returned goods arrive at the claim receiver, information about the reception can be entered into the claim.

Method Description

ReceiveParts Sets information about the received parts.

Chat messages &

Create a chat message &

Find request examples in the Postman folder Claim comments (chat messages)

When using the Returns chat for communicating with the claim counterpart, chat messages can be created via Returns

API.
Method Description
CreateComment Creates a new chat message inside the specified claim and posts it directly in
the chat.

This method can be used both by the sender and by the receiver.



Home Workspaces v APl Network

A My Workspace New Import  post Add chat message (ser

v} = & i Add chat message (sender side)
Collections
 Customer SDK - Returns AP integration
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> [ Authentication flow piUI) apivifclaims/ Jcomment

Claims retrieval fiow s(1)  Bodye Scriptse  Settings
> 5 Claims creation and decision flow
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> Claims update flow.
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v Claims comments fiow (Chat Messages)
v {5 sender
PosT Add chat message (sender side)
ceT Get all chat messages (sender side)
e Get unread chat messages (sender side)
GeT Get chat message by id (sender side)
oeL Delete chat message (sender side)
v Receiver Response
posT Add chat message (receiver side)
ceT Get all chat messages (receiver side)
et unread chat messages (receiver side)
GeT Get chat message by id (receiver side)
oeL Delete chat message (receiver side)
Request parts flow
) Request information flow
3 Settings flow
Claims groups flow

> IndividualNotification

Create a chat message request

Get chat messages &

Find request examples in the Postman folder Claim comments (chat messages)

For retrieving chat messages of a specific claim in Returns, there are different methods to choose from.

All methods can be used by the claim sender and by the receiver.

Method Description

GetAllComments Retrieves all existing chat messages of a claim created by the claim
counterpart.

GetUnreadComments Retrieves only the last unread chat messages from the claim counterpart.

GetCommentByID Retrieves only a single chat message, identified by ID.

Delete a chat message &

Find request examples in the Postman folder Claim comments (chat messages)

It is possible to remove own entries from the chat in Returns, even if the claim counterpart has already replied to it.

Method Description

DeleteComment Removes a single chat message specified by ID.

This method can be used both by the claim sender and by the receiver.






